TSBS Bildiriler Dergisi 3 (2023), 5-8

Yapay Zek4 Caginda Kisisel Veri Mahremiyeti

Hiiseyin Ensari Eryilmaz
https://orcid.org/0009-0007-0744-7496 | B3 h-ensari@outlook.com

Doktora Ogrencisi, Dokuz Eyliil Universitesi, fzmir, Tiirkiye

Oz

Yapay Zeka (YZ), 1950’li yillarda Alan Turing’in “Makineler Diisiinebilir mi?” sorusu ile
giindemimize girmis, son dénemde yapilan insansi makine tasarimlarinda ciddi basarilara
ulasilmistir. YZ'min gelisimi biiyiik veri ile bilyiik veri de daha fazla kisisel verinin
toplanmas1 ile yakindan iliskilidir. Bu durum o&zellikle felsefi alanda 6zgiirliik
tartigmalarinin arttig1, bireye vurgunun 6n plana ¢iktigi gliniimiizde bireyler agisindan
olduk¢a 6nemli olan kisisel veri mahremiyeti ile ilgili bircok problemi de beraberinde
getirmektedir. Veri mahremiyeti ile ilgili ulusal ve uluslararas: bir¢ok yasal diizenlemeye
sahip olsak da ilgili teknolojilerin gelistirilme siireglerini denetleyen bir diizenleme
bulunmamaktadir. YZ sahip oldugu teknik yeterlilikler agisindan genellikle “Dar Yapay
Zek4”, “Genel Yapay Zeka” ve “Siiper Zekd” olarak siniflandirilmaktadir. Felsefede biiyiik
ilgi géren YZ, mantiktan estetige, hukuktan etige ve hatta tiptan sanata disiplinlerarasi
bir¢ok yeni arastirma alanini da beraberinde getirmektedir. Yeni gelisen teknolojiler
karsisinda, felsefenin yeni bir arastirma dizisi dogurmasi1 da kaginilmaz géziikmektedir.
Bildirimizde YZ'ya dair bu {i¢ kavrami, bu kavramin mahremiyet kavramu ile olan iliskisini,
kisisel mahremiyet alanlarimiza dair olusan ve olusabilecek riskleri ve bu riskleri azaltmak
icin yapilmasi gerekenleri inceledik. Calismamizda literatiir taramasi yaparak nitel veri
analizi ydntemini kullandik. Yaptigimiz arastirmalarda, mahremiyet kavraminin, genellikle
teknolojik gelismelerle ilgili kisisel verilerin giivenliginin saglanmasi ve bireylerdeki
mahremiyet algisinin degisimiyle ilgili oldugunu tespit ettik. Ancak bu calismalarin mevcut
gelismeleri kapsamadigini gordiik. Bildirimizde su sorulara cevap vermeye ¢alistik: “YZ, Dar
YZ, Genel YZ, Siiper Zeka ve Kisisel Veri Mahremiyeti” kavramlari ile ne kastedilmektedir?
YZ kavramlari ve kisisel veri mahremiyeti iliskisiyle ilgili calismalar yapilmis midir? Kisisel
veri mahremiyeti ile ilgili riskler nelerdir? Bu riskler nasil azaltilabilir? Bildirimizin amaci,
bu alanda ¢alisan bilim insanlarinin son dénemde daha yiiksek sesle ifade etmeye
basladiklar1 YZ gelistirme siireglerindeki riskleri belirtmek; kisisel mahremiyet iceren
verilerin, bulut teknolojisinde bizden habersiz veya farkinda olmadan verdigimiz izinlerle
toplanmasi ve depolanmasi; bu verilerin YZ'nin egitiminde kullanilmasi durumunda ortaya
¢ikacak problemleri ve bu sorunlar azaltmak icin gergeklestirilebilecek ¢éziim nerilerini
tartismaktir. Bu kapsamdaki son gelismelere sosyal bilimcilerin dikkatini cekmek, bu alanla
ilgili gelismelerden haberdar etmek bilyiik nem arz etmektedir. Yaptigimiz incelemeler ve
analizler sonucunda yeni yeterlilikler kazanan YZ'nin, etkiledigi alanlarla ilgili calismalarin
interdisipliner bir bakis acgisiyla ele alinmas: gerektigi, bu alandaki ¢alismalarin sadece
mithendislere birakilmasinin yakin gelecekte pek ¢ok problemi beraberinde getirecegi
tespit edilmistir. Hayatimizin her anini kapsayan akilli makinelere karsi mahremiyet
alanlarimizin muhafazasinin oldukca zor oldugu, yasanabilecek problemleri azaltmak icin
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bireysel bilinglenmenin 6nemi, YZ gelistirme siiregleri ile ilgili yasal diizenlemelerin
gerceklestirilmesi gerektigi, problemi ¢ikaran YZ teknolojilerinin ayni zamanda ¢6ziimiin
de bir pargasi kilinabilecegi sonucuna ulasilmistir.
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Abstract

The article discusses the relationship between Artificial Intelligence (AI) and personal data
privacy. Artificial Intelligence which emerged in the 1950s with Alan Turing's question
"Can Machines Think?" has achieved significant successes in recent years, particularly in
the development of human-like machine designs. The advancement of Al is closely related
to the collection of big data, which in turn involves gathering more personal data. In today's
context, marked by increased philosophical discussions about freedom and heightened
emphasis on the individual, the issue of personal data privacy has become considerably
important, accompanied by numerous challenges. Despite the existence of many national
and international legal regulations regarding data privacy, there lacks a regulation
overseeing the development processes of related technologies. Artificial Intelligence is
often classified into categories based on its technical capabilities, namely "Narrow AL"
"General AL" and "Superintelligence." Al has attracted significant attention in philosophy
and has brought about interdisciplinary research in fields ranging from logic and aesthetics
to law, ethics, medicine, and even art. In the face of emerging technologies, it seems
inevitable that philosophy will initiate new research trajectories. The paper examines these
three concepts related to Al their connection with the concept of privacy, the issues arising
and potentially arising in the realm of personal privacy, and the measures to mitigate these
risks. The methodology employed includes a literature review and qualitative data analysis.
The research reveals that the notion of privacy is mainly linked to ensuring the security of
personal data related to technological advancements and the changing perception of
privacy in individuals. However, it's observed that these studies often do not encompass
current developments. The paper endeavors to answer questions such as: What do the
terms "Al Narrow Al, General Al, Superintelligence, and Personal Data Privacy" refer to?
Have studies been conducted on the relationship between Al concepts and personal data
privacy? What are the risks associated with personal data privacy, and how can these risks
be mitigated? The study aims to highlight the risks in the development processes of Al as
increasingly vocalized by scientists working in this field. It delves into issues such as the
collection and storage of personal data, often unbeknownst to individuals, through cloud
technologies and the potential problems arising from the use of this data in Al training. The
article also discusses potential solutions to these issues. Drawing attention to recent
developments in this scope is of paramount importance for social scientists, and
disseminating information about these advancements is crucial. Based on the examinations
and analyses conducted, it's determined that AI, now possessing new competencies,
requires an interdisciplinary approach to address the areas it influences. It's found that
leaving this field solely to engineers would result in numerous problems in the near future.
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Safeguarding privacy in the face of intelligent machines that encompass every aspect of
our lives is a formidable challenge. Reducing potential problems necessitates individual
awareness, legal regulations concerning Al development processes, and recognizing that

Al technologies causing issues can also be part of the solution.
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